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International Relations

International Relations

|n 2016’ the |NHOPE Network has INTERNATIONAL ASSOCIATION OF INTERNET HOTLINES 0o

traced hosted CSAM to 64 countries, INHOPE ©
49 of which had an INHOPE presence.

2016 INHOPE Network

Total reports received
9,357,240

Total confirmed CSAM reports
8,474,713

HOTLINE REPORT




International Relations

eHelp Association joined as INHOPE Foundation Participants

INHOPE

Foundation

o) : INTERPOL

s

INHOPE CORE Training + ICCAM & Content Assessment Training @ Lyon, France 20-23 Feb 2018
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Joining Dynamic Coalition
on Child Online Safety

d
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CENEVA I]QOI_I

e ECPAT International

e Children’s Charities’ Coalition for Internet Safety

e Family Online Safety Institute

e European Commission, Safer Internet Programme

* NGO Council of Central Russia

e Chicos.net [In Spanish]

e University of Ljubljana, Faculty of Social Science

¢ Information Technology Resource Centre

e FUNDACIJA DZIECI NICZYJE (NOBODY’S CHILDREN FOUNDATION)
e Save the Children Europe Group

e Childnet International

e Tarek Cheniti, James Martin Institute for Science and Civilization, University
of Oxford

¢ Gender Education Research and Technologies Foundation (GERT)
e Philippine Sustainable Development Network (PSDN)

e Internet Safety Project (MICT)

¢ International Centre for Missing and Exploited Children (ICMEC)
e Cisco

e |TU

e Stiftung Digitale Chancen - Germany

e Connect Safely

e Safernet Brazil

e IWF

e Council of Europe

¢ The Alannah and Madeline Foundation

e European Digital Rights




Translating and learning from the newly RN I
launched useful digital literacy and V@V

online safety materials GENEVA moﬂ

Council of Europe: EDRIi’s privacy for kids booklet:
Internet Literacy Handbook Your guide to the Digital Defenders
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Potential co-operations: “{@V I
Taking part in the global research projects C{NE"“’QO”

GLOBAL

KIDS

S ONLINE
eCrat INTERPOL 00006

Global Imperative Indicator (Gll) Global Kids Online




Current risks and Interesting findings: “f@\‘b I

new gTLDs targeting children GENEVA ﬂ?Oﬂ
=
@g’péllctigfns rights. R e New gTLDs: .kids, .play, .digital

Childrens-rights.digital

The Impact of Domain Names on
Children’s Rights and Child Safety

Funded by:

& Federal Ministry for
Family Affairs, Senior Citizens,
Women and Youth

Jutta Croll, Digital Opportunities Foundation
jcroll@digitale-chancen.de
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Current risks and Interesting findings:
CENEVA HQOI_I

2017 Microsoft Digital Civility Index (DCl)

Unwanted contact * Treated mean
Hate speech *  Trolling
Discrimination *  Online harassment
Terrorism recruiting Intrusive Behavioral *  Cyberbullying
Misogyny* *  Swatting

Hoaxes, frauds, scams* *  Microaggression*

65%

Civility
Index

* Unwanted sexting * Doxing
(received or sent) * Damage to personal
* Sexual solicitation Sexual Reputational reputation
* Sextortion * Damage to work
* “Revenge porn” reputation

== Microsoft
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Protection Mechanism

Protection Mechanism

Reporting Mechanism building meeting were organized with NGO partners to discuss the case
handling process

o 1st Meeting: 23 Feb 2017, 9:00 am - 11:00 am

o 2nd Meeting: 20 Mar 2017, 2:30 pm - 4:30 pm

o 3rd Meeting: 13 Apr 2017, 10:00 am - 12:00 nn

o 4th Meeting: 4 May, 2017, 3:30 pm - 5:30 pm

o 5th Meeting: 8 June, 2017, 4:00 pm - 6:20 pm

o 6th Meeting: 14 July, 2017, 2:00 pm - 4:30 pm

o 7th Meeting: 18 Sept 2017, 2:30 pm - 4:30 pm

o 8th Meeting: 26 Jan 2018, 2:30 pm - 4:30 pm

® Participated NGO partners are including: DotKids Foundation, Hong Kong Committee on
Children's Rights, Hong Kong Family Welfare Society, New Home Association, Save the Children
Hong Kong, YouthOnline Association



Step 1 Step 2 I Additional information Step 3 I Step 2.1 Step 4 Step 5

RE.. Paama N ¥ FE AR I [N Thank
Iam What do you want to repoct? Where did you see the content 3 {E @ & A - Report Personal Information You !
Y E W 5 T SN SR RG] — N /TP /S RN E S T Ry, WA E R, ER A eHclp ST AT ANRIMT A R0 WNFR, RETEHE EF 3V
Vietim Child Pommography Child pornography WIS hE e A > T2 @85L, UG LA DU FAYES, My A fRAFEE
If you want to report multiple pages or images in the same website / social media blog / family / forum, please If gflglp analysts determine the inappropriate content, JUEHE
consicder the same case and provicée the URL of the other tab in the remarks column. To speeé up the processing information will send to the related department for further Wﬂ
of the case, thank you! investigation WEREsE
S [ EL S ol
Urlawful Sexual Activities Report anonymously
W WEl
Media transactions RS Fr FERLTE W Newsgroup details your c::::ct
W ERRE Newsgroup TEMBITPH PERERY, MW =TFUSTH RN, o details
Vietizm" s relatives S NE When reporting images/posting within a newsgroup please include as much relevant strictly
Childkhooé Erotic detail as you can, for example: confidential
Ea EFRLETA The name of the group -2l Riniiss £R2mRl SX3BRE.
EEES S Child nudity “#ME?F Author of the posting -example®@ example com: A
Victiz" s EFC SIS Subject (title) of posting- collection of images: bt S T2 g
teacher Children Deception -#23 Article-1293305 58454 @ispaame.com: BT
W ERZ -H 3 Date- 010172013 -
Vietizm" s friends AR RS R = e maY -FIER TR E MR L3 Newsfeed provider - gxamplefeed: o
& DA UL W R 0 Ay B F 1) I B FE IR Please add any other information you think ( rﬁ‘ﬁﬂi’?
Indecent and obscene relevant in the description box. HHE S
materials without warning # ¥ Name —)
BRERV TN ETH #9F Author https:/www.
':: il.nducc children and il NAMB Usenet Subject (required) pepd.org hic/
olescents to en e in P - 2 R chinese/publ
sexual behayiar. BRE YN P F Usenet Article (ftQuued) cationalfilos

HMW  Usenet Date (required)

W, TR WA P # Newsfeed provider (required)

MR # Description

oo AEFHE IR E /X upload related picture/ file/ document

5 T o B B S WP T [ ] HE (Email) TWE Email - [ ] [ ] RZmwE BRI 3
ES PEFE MAEWE Email address I would like to provide my g (2L
Public Children Trafficking A3 9 ¥ Email Content d:uils so | can request BERIE (2%

and Child Sex Tourism oo LAEFHERE AR, upload related picture/ file/ document foodback HEIWIE
S T 2 —— o T —
Step 1.1 [ RS r [ ] MW ZE(website) !'J.“-tcbnlc o[ ] CNRE A TS W Lis 3

Cyber Crime #iak URL S

oo URFHME AR E ¥ upload related picture file/ document - ) -n‘]: P‘m‘lﬁ:‘“
= = = ject 3 3
ENH [1] fl‘.ﬂu“ (Social [1 BE37T (?ocnl N‘!cdu)'. ) . ) (You may neeé to leave your :’oi“ only b: u’:‘:)"—;‘:m
the age of Media) oo LEFHE 4R X CF upload related picture/ file/ document personal information if you cliglp reporting process
suspected viotinm need the assistance of social follow-up.
18 UL ™ & Ly [ ) FLEF, =, % | [ ] *LEF. =&, WM (Forum) workers. ) 1_tPersonal Informatior:
under the age of 18 | Cyber bullying # (Forum) #|5l URL :;‘nmc (Required)
.. |- 4Gt M 9 - 2 o . .2 ‘ontact
AR S 4R B ¥ upload related picture) file/ document Number(Required)
[ 1 Blog #EREW [ ] Blog #WREM (Blog) Home Number

EfrEn (Blog) #ak URL Email

I i fo deseribe the oo LUEFHERE AR E I upload related picture/ file/ document i

details by myself [ BHEAER [ ] RS LA emeD) } A Up R AREE
18 L UL I ARAEHE AN, TEES P2r) Name of P2P ¥ FEE-SHE
above 18 years of ARG RS L oE oo EFHME IR E ¥ upload related picture file/ document 't g
age B3 BE GRS T 1 5 s {applications) - (*Screenshot?) m“'&‘m:‘“h‘:‘:’.:"

Cannot identify the (applications) Name of Applications P

cases but this is related oo UEFHEE R E S XF upload related picture/ fle/ document

to chiléren's online EED AL

safety ¥ EAEBEIAER, FMEMIETMEET, MM !

e If there are passwords or other information, please also add notes in the remarks, thank you!

*You can choose more Wt -

than one answer

Remarks




Step 1
What is the Step 2

relationship What do the
between informer want to
informers and report?
victims ?

Step 3 Step 4

Where did they Report Personal
see the content Information
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Execution and Operation

Execution & Operation

- “Draw a Safer Internet” Drawing Competition 2017-2018
http://ehelp.org.hk/drawing2017/web/
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Bt Safer Internet Day 20718

Tuesday 6 February

/

Create, connect and share respect:
A better internet starts with you

R
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