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CHILD PORNORGRAPHY IS A CRIME




Tha|H@t|_me THE OCCURRENCE OF
wwwthahotine.org THAIHOTLINE

ThaiHOthe

wwwthalhotllne org

For Creative and Safe Use of the Internet

o ThaiHotline 1s the Internet Hotline founded in April 2008
under the corporation between the Thai Internet Service
Provider Association and the Internet Foundation for the
Development of Thailand. ThaiHotline aims to create a cyber-
community-based monitoring mechanism to help report any
1llegal/harmful content and to create a safe online society. ‘
Online users are encouraged to report any illegal/harmful

content to ThaiHotline at
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Report illegal/harmful content
Tel. 02-438-3559 email : postmater@thaihotline.org ‘



http://www.thaihotline.org/

© Report website | ThaiHot X

&

C' @ report.thaihotline.org/en/report/website

Report

Report Content

llegal Content

Harmful Content

> Report website

URL *

Please fill only one url per report.

Report category *

Child Abused
Images

lllegal content

Child Pornography

Child Grooming
Activities

Adult Pornography

Offences Against Thai

Child Trafficking (2]
Child Abused Others @
Prostitution 9
National Socialistic o
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8 Report website | ThaiHo
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Report category *

Child Abused
Images

llegal content

Child Pornography

Child Grooming
Activities

Adult Pornography

Offences Against Thai
Royal Family

Violation of Privacy
Right

Financial Related
Crime

Online Gambling

Others

Child Trafficking

Child Abused Others

Prostitution

National Socialistic
Offences

Violation of Copyright

Drugs

Restricted Product
Commerce
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Internet Users / @
Request for
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Notice and ——,
Take Down TISPARA
-—
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Thai Internet Service Provider Association

Illegal or Harmful )
Contents \ v
Public

Information / Illegal
Report Content

ISPs: Internet Service Provider
MDES : Minister of Digital Economy and Society
LEA: Law Enforcement Agency
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www.thaihotline.org

o Process Diagram

Website
E-mail
Call in
Fax

weerw.thaihotline.org
postmaster@thaihotline.org

(02-438-3559)
(02-860-3437)

Report illegal/
Harmful Content

ThaiHotLine

Content Analyst

* Analyse Content
® Investigate case
* Recocrd data

ThaiHotLine

Coordinate with
partners to actuate
content

Statistic Report

HTC, ThaiCERT
(Technical)

ETDA, LEA
(Legislation)

Remove
Content

Webmaster/ Notice and
Webhosting Take Down

Notice and
Take Down

Notice and
Take Down

Legal
Procedure




A4 CYBER CRIMES STAKEHOLDERS
ThaiH4@}tLine

www.thaihotline.org

Ministry of DES

Computer E-Transaction

Crime Act el % gy Data Protection
.. . . Privacy
Ministry of Justice Crime T ooty

suppression and .
protection Electronic

Department office/ MICT Transactions

of Special (TCSP) Development
Investigation Agency
(DSI) (ETDA)

Technology
Crime
Suppression
Division =3 .
(TCSD) Thai

Criminal Code .
Child Protection : Hotline
Child

Anti Trafficking 5
. : Protection & A 4
Prostitute Prevention . °
Development Thai I-!'O;c Line

Organizations

www.thaihotline.org



ThalHOthe CONTENT REGULATION
wvwvthalhotllne org IN THAILAND

o Block i1llegal/harmful content by ISPs and
Ministry of Digital Economy and Society

O Illegal COntent handled by National Police Agency
Law Enf t iy o
aw nnrorcemen v v

o Standard/guideline and self-regulation

promotion
o ISPs/ICPs code of conduct &
. . . . Report "‘Q
o Child friendly web guideline illegal Content

o Anti cyber bullying guideline



http://www.thaihotline.org/inform.php

ThaiHotlline : Number of URLs confirmed to contain CSAM
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ThaiHotlline : Number of URLs in 2016

Other Thailand
Countries 353 URLs
332 URLS

v

More than 1,200 reports in 2017




INTERMATIONAL ALISCIATION OF NTImiET

INHOPE, the global network of reporting hotlines INHOPE
fighting child sexual abuse material on the Internet

@ INHOPE member hotlines
@ INHOPE Foundation participants* New Zealand
 Focus countries in development cooperation

* The IRHOPE Fourdation i INHOPE's charable arm to help develop new hothnes woddwide.




INHOPE, the global network of reporting hotlines

fighting child sexual abuse material on the Internet

J
’ Ay 28 EU Member States

Bosnia-and erbia
Herzeg )

Mexico

Colombia

South-Africa

@ INHOPE member hotlines
@ INHOPE Foundation participants*

S | T,

INHOPE

\

»
4& Japan

' Taiwan

};‘\3 hilippines

y /
New Zealand



INTERNATIONAL ASSOCIATION OF INTERNET HOTLINES

Number of URLs

number of URLs confirmed to contain child sexual
e contimed o +47%
abuse material and inserted into the INHOPE 0
Reporting Management System |IHRMS

Unique URLs
% of duplicates

2012 2013 2014

37,404 54,962 89,758
33,821 48,910 83,644
10% 11% 7%

www.inhope.org




What we achieved in 2015: Facts, Figures and Trends

During the first 10 months of 2015 {132 January to 313t October) INHOPE Hotlines used the legacy INRMS (INHOPE Report Managerment System) for the exchange of
reports and gathering data, The data shown below ace from the INRIMS and thus cover the first 10 months of 2015 As part of the LOT2 EU funded project INNOPE
developed & new technical infrastructure for Hotlines which resulted in the launch of the ICCAM system. ICCAM was run on an intial pllot / test basis during early
2015 and went lve across the network on 15t November 2015,

During the first 10 months of
2015 INHOPE Hotlines processed
reports involving 96,334 URL's
with confirmed (SAM content.
This represents an increase of
7.3% when compared to the full
12 months of 2014

What are we talking about? Just images
and videos. Wrong. Child sexual abuse
material is the recording of the sexual
abuse or exploitation of a child and

depicts actual crime scenes. Average Number of (SAM

reports per month
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INTERNATIONAL ASSOCIATION OF INTERNET HOTLINES
Removing Child Sexual Abuse INHOPE
L - - Material from the Internet helps
V I Ctl m p rOfI I es protect abused children from

further victimisation.

Age Group (B
2012 2013 2014

YOOC
Yololo
" O0C

- Sl
the European Union
www.inhope.org

Pubescent

Pre-pubescent

Male
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Both
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Infant




Website File host Image host

Co-funded by
the Euwropean Union

Social Banner
Networking site
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DETECT, PROTECT, RESPECT AND REMEDY KNOWLEDGE IS POWER

INHOPE members alert industry partners when their platforms and
services are being misused for criminal activities pertaining to the
distribution of child sexual abuse material.

The fight against online child sexual abuse is an issue for
Corporate Social Responsibility (CSR), with regard to
business and human rights.




CIATION OF N

INHOPE

Top 10 hosting countries in 2014

- 8 9 7 5 8 0 of identified child sexual abuse material was
Worldwide (@) ) R
' AII hosting '

Netherlands

Hosting outside the

nited @ Y INHOPE network

I{lngdom

= 1,913
_‘_J AII hosting

: Ukraine
- China, People’s

Republic of

Switzerland

Co-funded by
the Ewropean Unian

www.inhope.org




Worldwide commercial hosting in 2014 INHOPE

Global (@
B [etherlands n
T - _ =

Top 3 hosting countries
outside the
INHOPE network

q Ukraine

British Virgin
Islands

IE. Moldova

18* 13*

82" 87%

2012 2013

EUROPEAN FINANCIAL COALITION
L apaine Commercil Sevusl Exploiation of Chiliren Cnline

Co-funded by

the Ewropean Unian .




INTERNATIONAL ASSOCIATION OF INTERNET HOTLINES

Speeding up Notice-and-Takedown times INHOPE

without jeopardising criminal investigations

HOW ONE SINGLE REPORT TO A HOTLINE MAKES A WORLD OF DIFFERENCE

. *

—m
- .

Content Service %

Digital citizen ' Law enforcement Provider Removal of CSAM

Hotline reports to law enforcement in 2014 Removal of CSAM from public access in 2014

IN EUROPE* 11 @

9 8 u/ was reported to law
0 enforcement within 24 hours.

IN EUROPE*
93%

5 was removed from the
2 Internet in less than 72 hours.

WORLDWIDE
91%

was removed from the Internet
in less than three days.

® _d

WORLDWIDE

95 u./ was reported to law
0 enforcement within a day.

3 days

o

. 1-3 days . 4-6 days . T+ days

“Europe is defined as all 28 EU Member States with the addition of lceland, Bosnia-and-Herzegovina, Serbia, Russia and Turkey.

=~ n

.‘ 1 day . 2 days . 2+ days

www.inhope.org



EUROPOL MAJOR ONLINE CHILD SEXUAL - ABUSE OPERATION LEADS TO 368
ARRESTS IN EUROPE

May 08, 2017

Yet another example of the need for international action to tackle online
child sexual abuse.

Earlier this week, the lead administrator of Playpen, one of the world’s
largest child sexual abuse websites with more than 150 000 users around
the world, was convicted to serve 30 years in prison in the United States.
The takedown of Playpen led to Operation Pacifier, one of the largest and
most complex investigations ever undertaken in this field. So far, in Europe
alone, 368 suspected child sex abusers have been arrested or convicted.




Cybertip.ca sucess - the largest luring and child pornography case known in
Canada

May 03, 2017

In Spring of 2015, Cybertip.ca received a report from a concerned parent
regarding an incident involving his/her child. The youth was coerced to
share sexual images with an online user who represented himseli/herself
as a teenager. The suspect subsequently threatened to distribute the
images online if the youth did not comply with his demands for more
images. A Cybertip.ca analyst completed various supplemental searches
and forwarded the information to the Toronto Police Service. Further
investigation by the Toronto Police Service led to the suspect (an adult
male) being identified, arrested, and charged with over 400 luring, making
and possessing child pornography and extortion charges involving multiple
counts in Toronto and Quebec. The suspect subsequently pled guilty to
offences against over 80 victims (some of whom were not identified),
resulting in over 270 convictions. The remaining charges were dropped.




EUROPOL - Three suspects arrested by Romanian police for the sexual abuse &
exploitation of a 3 year old child

May 03, 2017
Congratulations to our law enforcement partners EUROPOL

They successfully supported the Romanian law enforcement authorities in a case of
child sexual abuse and exploitation, safeguarding a 3-year-old minor. During two
house searches on 27 April 2017, the Romanian Police arrested three suspects. One
man (aged 29) is suspected of sexually assaulting a 3-year-old child, and producing
and distributing images of this sexual abuse online. The other two suspects are the
parents of the child who are suspected of facilitating the sexual exploitation of their
child in exchange for various amounts of money. During the house searches several
data storage devices and mobile phones were seized.

At the request of the Romanian Prosecutor's Office, the three suspects are currently
detained and judicial proceedings are ongoing.

Europol’s role was to provide relevant intelligence about the suspects’ criminal
activities to the Romanian authorities. The investigation in Romania was carried out by
the Directorate for Combating Organised Crime, coordinated by prosecutors from the
Directorate for Investigating Organised Crime and Terrorism, with specialised support
from the Directorate of Special Operations, Romanian Gendarmerie and Europol.
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www.thaihotline.org

o The Improvement of ThaiHotline’s standard
and service

o The cooperation with ISPs and ICPs for a
better notice and take down procedure that
meets standard of INHOPE members

o The cooperation with LEA for a better legal
procedure

o The collaboration with local and 1nternational
agencles/hotlines, especially investigations and
prosecutions

o Budget and fund raising ‘
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www.thaihotline.org

o ISPs/ICPs Cooperation , Code of Conduct

o Raising awareness and providing skills of online safety, monitoring

* Seminar and training courses for students, parents and
communities

e Cyber police junior camp for children and young people
» Network of online risk monitoring

o Research Study
 Law and Legislation
e Child Friendly Web guideline, Anti cyberbullying guideline
» Industry content self regulation

o Network of Cooperation
« MDES, LEA : Content Blocking, Legal Procedure

e INHOPE : Hotlines Notice and Take down Content ‘
e« CRC Thailand : Capacity Building, Awareness Raising Program

* Government : Children Online Protection National Strategies
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