
1



維護/保護兒童及青少年網上安全的線上舉報協作機制

• 互聯網成為兒童日常生活必不可少的一部分，為他們提供獲取資訊、
社交網絡的新渠道，卻也使他們處於網絡上的新危險中。

• 香港一直以來缺乏一套舉報機制讓大眾舉報網上兒童性虐待材料
（ Child Sexual Abuse Material, CSAM）。

• 與此同時，面對網上罪行（CyberCrime）和網上欺凌（Cyber 
Bullying）等問題更需不同持份者共同為兒童及青少年提供支援。

Mission
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於2017年2月7日
第一次圓桌會議

• 多個關注兒童網絡安全的持份者就兒童及青少年
網絡安全問題召開了第一次圓桌會議討論相關議題

• 席間亦邀請到亞太地區相關的機構分享海外經驗。
• 經過研究及討論後，與會者倡議共同籌組「網上支

援協會」（eHelp Association）作為多持份者
合作平台

• 共同為促進兒童及青少年線上安全和保護出一份
力量。

Background
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eHelp Association
Founding Members List
(as on 8 June 2017)
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Organisation Members
Name Organization Position
Industries:
Mr. Edmon Chung DotAsia Organisation CEO
Miss Yvonne Wong Internet Professional Association (iProA) Deputy General Manager
Mr. Lento Yip Hong Kong Internet Service Providers Association Chairman
NGOs:
Ms. Amy Fong Save the Children Hong Kong Limited Chief Executive
Mr. Anthony K.C. Sin Hong Kong Family Welfare Society Head of Service

Individual Members
Government:
Dr Wingco Lo, JP Fight Crime Committee Non-Official Member
NGOs:
Miss Billy Wong Hong Kong Committee on Children's Rights Executive Secretary
Mr. Wilson Chan The Hong Kong Federation of Youth Groups Supervisor
Miss Bob Lee The Hong Kong Federation of Youth Groups Unit-in-charge, Youth Crime Prevention Centre
Mr. Jeff Leung New Home Association Executive Officer, Kowloon West Service Centre 

Officer (Rights & Welfare)
Academia:
Dr. Chan Chitat Department of Applied Social Sciences, The Hong 

Kong Polytechnic University
Assistant Professor

Legal:
Mr. Nick Chan MH The Law Society of Hong Kong Council Member



Objective
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• 與全球打擊兒童及青少年性虐待材料
（CSAM）的 inHope網絡接軌

• 設立共同協作的機制，加強不同持分者
的參與以創建更好的互聯網世界，以幫
助受網上兒童及青少年色情，欺凌及
罪案的困擾的受害者

• 填補現時兒童及青少年線上安全保護的
漏洞

• 作為連接兒童及青少佃線上安全服務的
協作平台

• 海外專家培訓和與本地社區的經驗分享





Situation	in	Hong	Kong:	Bullying
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Reference:	PISA	In	Focus	#74,
The	Organisation for	Economic	
Co-operation	and	Development	
(OECD)



Situation	in	Hong	Kong:
Child	Sexual	Abuse
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Reference:	the	Child	
Protection	Registry	(CPR)	and	
the	Central	Information	
System	on	Spouse/Cohabitant	
Battering	Cases	and	Sexual	
Violence	Cases	(CISSCBSV)



Services

•發布「兒童及青少年友好報告指
南」供教師，家長和監護者了解
如何處理和幫助中斷網上非法和
不當內容。

•為了加強阻截兒童性虐待材料傳播
和了解兒童及青少年線上安全問題
的知識，eHelp會為社會工作者、
教師、家長和護理人員舉辦工作坊，
邀請海外專家分享他們的經驗和最
佳做法

•由各持份者共同建立舉報及個
案處理機制，以幫受兒童及青
少年網上色情，欺凌及罪行困
擾的受害人及/或相關人士

•透過INHOPE的諮詢和培訓，在香港
建立線上舉報機制。

• INHOPE是全球四十五個國家中五十
一個熱線的協作網絡，處理網上非
法內容並致力於消除來自互聯網的
兒童及青少年性虐待案件

•該機制同時與不同的持份者進行合
作，包括警察部隊，互聯網服務提
供商，業界和社會，為兒童和青年
創造更安全的互聯網。

成為
INHOPE
基礎會員

處理網上
問題的
協作平台

兒童及
青少年
友好報告
指南

兒童及
青少年
網上安全
工作坊
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Situation	in	Hong	Kong:	CSAM
HK	laws	against	and	for	the	prevention	of	child	pornography
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ØChild	pornography	is	still	accessible	in	traditional	formats,	such	
as	printed	materials	and	videotapes,	however	the	Internet	plays	a	
major	role	in	promoting	child	pornography

• Control	of	Obscene	and	Indecent	Articles	Ordinance	(Cap	390)																			
[淫褻及不雅物品管制條例]

• The	Prevention	of	Child	Pornography	Ordinance	(Cap	579)																											
[防止兒童色情物品條例]	

ØHowever,	many	view	this	Ordinance	as	inadequate	



• Core	Service	Content:	Online	Reporting	Mechanism
The	mechanism	at	the	same	time	is	with	the	collaboration	with	different	
stakeholders	including	police	force,	Internet	service	providers,	technical	
community	and	civil	society	for	creating	a	safer	Internet	for	children	and	
youth.	

(i) Operate the Online Reporting	Mechanism

(ii) Refer	the	illegal	information	to	the	Global	Reporting	Mechanism	or	law	
enforcement	in	Hong	Kong	as	follow-up	action

(iii) Refer	the	related	cases	to	social	workers	to	follow-up.

Service Content
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Online	Reporting	Mechanism

Step 1
What is the 
relationship 

between 
informers and 

victims ?

Step 2
What do the 

informer want to 
report? 

Step 3
Where did they 
see the content

Step 4
Report Personal 

Information 
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Child	Pornography

Cyber	Crime

Children	Trafficking
and	Child	Sex	Tourism

Cyber	bullying

Others



Our	Target
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Hotline	HK	
(eHelp Association)	

ICCAM
(INHOPE	/	
European	

Commission)	

ICSE
(INTERPOL)	

Database

- Internet	Service	
Providers	(ISP)

- Law	
Enforcement	
Agency	(LEA)

Case	Follow-up

- NCMEC
- Internet	Service	

Providers	(ISP)
- Law	Enforcement	Agency	

(LEA)
- Hotlines

- Ignore
- Doubtful
- National
- Baseline	

Case	Review
(by	Hotline	Member)

URL
Known

First	time
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Connect the global network to create the Child-friendly 
Internet
• Research & Advocacy
(i) Conduct	research	on	child	online	safety	issues	and	know	about	the	up-to-date	trend,	

risks	and	challenges	on	child	protection	online	

(ii) Bring	about	policy	changes	which	promote	a	friendly	Internet	for	our	next	generation.

• The education of Digital Literacy & awareness raising
(i) Trainings	can	be	conducted	for	social	workers,	teachers,	parents	and	other	caregivers	to	

enhance	the	knowledge	on	disrupting	CSAM	and	understanding	Child	Online	Safety	
Issues.

(ii) Organise	overseas	expert	training	and	experience	sharing	with	local	community

(iii) Serve	as	collaborative	platform	of	connecting	Child	Online	Safety	related	services

Service Content

16



Education

ØChild-friendly	Reporting	Guideline

Ø Child	Online	Safety	Workshop	
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The Annual	Thematic	Event	:	
Safer	Internet	Day	event	for	Children	and	Youth

ØAnnual	thematic	event	aims	at	raising	public	
awareness	and	strengthen	cross-sector	cooperation	
towards	child	online	safety.	
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Ø“Draw	a	Safer	Internet”	
Drawing	Competition	
2017-2018



International	Exposure

ØTo	establish	good	relationships	with	other	NGOs	concerning	
child	online	safety	issues	from	all	over	the	world	and	having	
the	capacity	building,	it	is	important	to	have	international	
exposure.

ØInternet	Governance	Forum	(IGF)
ØAsia	Pacific	regional	Internet	Governance	Forum	(APrIGF)
ØINTERPOL	Training	
ØBi-Monthly	e-Seminar
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